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Beware of Free Offers 
Beware of offers for a free cancer screening.  Crooks may be 
fishing for your data so they can commit Medicare fraud.  
Your 11-digit Medicare number is valuable to crooks.  Its 
import to keep it secure. 

An IBM retiree in California, got a phone call out of the 
blue.  Did he have any direct relatives who had cancer, and 
would he like a free DNA  test to check for the disease? This 
gentleman who is 76, whose mother, sister and daughter 
suffered from cancer, was eager.  So, he gave the caller his 
Medicare number. With that, he put himself at risk for one 
of the country’s newest frauds, in which people are tricked 
into giving up key personal medical data.  The information 
is then used to create fraudulent Medicare claims-part of 
the estimated $60 billion that is lost to waste and fraud each 
year. 

There have several cases where Medicare has been billed 
anywhere from $6000.00 to $30,000.00 for the 
unnecessary DNA tests, says the acting director of Health 
and Human Services office that trains volunteers to 

recognize and report Medicare fraud “ These tests are being  marketed to them as free without the 
understanding that Medicare will be billed,”  says the director . People realize they’ve been duped 
when charges show up on their Medicare statement 

 These DNA scams appear to be spreading across the country rapidly. The Kentucky attorney General 
has launched an investigation after Louisville residents reported seeing people driving around in a 
van and offering $20 in exchange for a DNA sample and health insurance information.  In Nebraska, 
state officials have received multiple reports of groups going to Senior centers and assisted living 
facilities offering to swab people’s cheeks for genetic material for purported DNA cancer checks, 
according to the Nebraska Department of Insurance.              
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Genetic kits are the latest trend in Medicare fraud 
Nancy Moore, director of Indiana’s Senior Medicare Patrol program, says federal officials are 
investigating possible fraud involving genetic screening test kits. (WTHR Staff) 

“This is a relatively new scam,” said Nancy Moore, director of Indiana’s Senior Medicare Patrol 
program. “It starts with a phone call or they solicit on Facebook or with post cards, and they're also at 
senior fairs and health fairs. We’re starting to hear a lot more about it.” 

In recent months, several state attorneys general have issued warnings about Medicare and Medicaid 
scams involving DNA swab tests that detect genetic conditions linked to various types of cancers. 

Kentucky Attorney General Andy Beshear launched an investigation after residents in Louisville 
reported several men driving a van. They paid Medicaid participants $20 for their  DNA sample and 
health insurance information. Beshear believes scammers were trying to use victims’ insurance and 
personal information to get Medicare reimbursement for testing that is not medically necessary. 

And last month in New Jersey, a scammer was sentenced to 50 months in prison after he used DNA 
test kits to defraud Medicare out of $430,000. The man told hundreds of seniors in low-income 
housing they would be vulnerable to heart attacks, strokes, cancer and suicide if they did not agree to 
the genetic tests, according to the U.S. Attorney’s Office. 

Medicare’s Inspector General is aware of fraudulent activity. It’s a lot of money that Medicare is 
spending for tests that are not medically necessary. It has been reported that scammers are charging 
Medicare between $6,000 and $11,000 for these screening kits. If it’s approved by a doctor, Medicare 
typically pays only 80%, so the DNA donor could even be liable for the remainder. 

 

How this became a scheme 
Last year, the Centers for Medicare and Medicaid Services changed a longstanding policy that denied 
coverage for genetic testing. The agency will now pay for next-generation sequencing DNA tests for 
individuals with advanced cancer or a family history of certain types of cancer, but coverage is offered 
only when the test is considered medically necessary and ordered by a physician. The policy change 
has resulted in a dramatic increase in solicitations as scammers attempt to cash in on the new rules, 
sometimes offering kickbacks to doctors who will authorize the testing without ever seeing the patient 

Indianapolis TV Station WTHR Investigators contacted the company that sent our client her test kit 
to ask what type of genetic testing it would conduct for her and what types of cancers could be 
detected. “It’s nothing scary. No craziness. It’s just going to tell her if she has the cancer gene,” 
explained a customer service representative. “It’s looking for all types of cancer genes, and if she does 
have it, you’re going to see a list of cancers. You’ll get a list for sure.” 

Asked why the client was mailed a test kit when she had never discussed genetic testing with her 
doctor – let alone obtained his authorization for testing. The call center representative said, “Her 
doctor doesn’t have to approve it. She is fully qualified. She will be getting a phone call from a licensed 
doctor with her results.” 

http://www.iaaaa.org/senior-medical-patrol/smp-overview/
https://www.justice.gov/usao-nj/pr/somerset-county-man-sentenced-50-months-prison-role-medicare-fraud
https://www.cms.gov/medicare-coverage-database/details/nca-decision-memo.aspx?NCAId=290&ncd_id=80.5&ncd_version=1&basket=ncd%253A80.5%253A1%253AScleral+Shell&bc=gCAAAAAAQAAA&


WTHR also asked the customer service representative if her company has any information about its 
genetic testing services posted online. Also, why the address for Hudson Cancer Testing Center, the 
location where the client was instructed to send her DNA sample, is a call center in a strip mall with a 
temporary staffing agency sign in front and a disconnected phone number. “We haven’t gotten around 
to getting a website or putting up signs yet,” she said, adding that the company is “very new.” 

Multiple follow-up calls to the company were all placed on hold for long periods of time before being 
disconnected. 

Our client tells WTHR she has decided not to mail her DNA test kit to the testing lab in Florida until 
her doctor can do some investigating.  In the meantime, state and federal authorities are continuing 
their investigations into DNA swab test solicitations to crack down on suspected fraud. 

How to protect yourself 
The U.S. Department of Health and Human Services recently posted the following information to 
warn and protect consumers about genetic testing kits: 

• If a genetic testing kit is mailed to you, don't accept it unless it was ordered by your physician. 
Refuse the delivery or return it to the sender. Keep a record of the sender's name and the date 
you returned the items. 

• Be suspicious of anyone who offers you free genetic testing and then requests your Medicare 
number. If your personal information is compromised, it may be used in other fraud schemes. 

• A physician that you know and trust should approve any requests for genetic testing. 

• Medicare beneficiaries should be cautious of unsolicited requests for their Medicare numbers. 
If anyone other than your physician's office requests your Medicare information, do not 
provide it. 

• If you suspect Medicare fraud, contact the HHS OIG Hotline. 

 

Getting calls from the SSA? 
Probably not. At least, not from the real SSA. But how many of you have gotten calls from someone 
who said they were the Social Security Administration? And maybe showed the real SSA phone 
number (1-800-772-1213) or a number close to it on your caller ID? Lots, right? 

We’ve seen a spike in the number of people reporting those fake SSA calls to us. Since January 2018, 
we’ve gotten more than 63,000 reports of this scam. Three percent of those people reported a loss – 
and they lost $16.6 million (with a median loss of $1,484). 

You can hear what the scam sounds like, The caller usually says your Social Security number (SSN) 
has been suspended because of suspicious activity, or because it’s been involved in a crime. 
Sometimes, the scammer wants you to confirm your SSN to reactivate it. Sometimes, he says your 
bank account is about to be seized – but if you go put your money on gift cards and then give him the 
codes, SSA can help keep it safe. (Of course, you never want to do that, because then your money is 
just gone. 

https://oig.hhs.gov/fraud/consumer-alerts/alerts/geneticscam.asp?utm_source=website&utm_campaign=geneticscam
https://oig.hhs.gov/fraud/report-fraud/


TO REPORT THIS SCAM, GO TO FTC.GOV/COMPLAINT. BUT IF YOU ALREADY GAVE ONE OF 
THESE CALLERS YOUR SSN NUMBER AND  YOU'RE WORRIED ABOUT IDENTITY THEFT, 
VISIT IDENTITYTHEFT.GOV/SSA. AND IF YOU GET ONE OF THESE CALLS, REMEMBER: 

• Your Social Security number is not about to be suspended. Your bank account is not about to be 
seized. 

• The real SSA will never call to threaten your benefits or tell you to wire money, send cash, or put 
money on gift cards. 

• You can’t believe the numbers on your caller ID. Scammers can easily fake those. But if you’re 
worried, call the real SSA at 1-800-772-1213. You can trust that number if you dial it yourself. 

• Never give your SSN, credit card or bank account number to anyone who contacts you. Ever! 

 
Phishing: Don’t take the bait 
Phishing is when someone uses fake emails, texts or phone calls  to get you to share valuable personal 
information, like account numbers, Social Security numbers, or your login IDs and passwords. 
Scammers use this information to steal your money, your identity, or both. They may also try to get 
access to your computer or network. If you click on a link in one of these emails or texts, they can 
install ransomware or other programs that lock you out of your data and let them steal your personal 
information. 

Scammers often use familiar company names or pretend to be someone you know. They pressure you 
to act now – or something bad will happen. 

The FTC’s new infographic, developed with the American Bankers Association Foundation, offers tips 
to help you recognize the bait, avoid the hook, and report phishing scams. 

Please share this information with your family, friends and co-workers.  

Want to avoid the latest rip-offs? Sign up for free consumer alerts from the FTC at ftc.gov/subscribe. 

 

Out Tech the Scammers 

Thieves are expert at using technology to steal from us.  I say, “Fight fire with fire.”  These 4 options 
provide strong protection against fraud. 

1. Informed Delivery: The U.S. Postal Service is now offing a terrific  service: Each delivery day, it will 
send an email to you containing digital scans of the letter-size mail that will soon arrive at your box or 
door. The email also has details about packages scheduled to arrive that day or soon. Now you can 
cross-check for mail theft or ask someone to pick up a package if you’re away. How to start? Sign up at 
informeddelivery.usps.com. 

2. Robo Call Blocking Free to $5.00 a month. There are three ways to block robocalls.  The first is to 
sign up for the federal DO NOT CALL REGISTRY, which will limit the number of legal sales pitches 

http://ftc.gov/complaint
http://identitytheft.gov/ssa
https://www.consumer.ftc.gov/articles/0005-identity-theft
https://www.consumer.ftc.gov/blog/2016/11/how-defend-against-ransomware
https://www.consumer.ftc.gov/articles/0011-malware
https://www.consumer.ftc.gov/articles/phishing-dont-take-bait
https://www.ftc.gov/stay-connected


you will get.  The second : Check with your phones service provider to see what it offers (providers are 
under pressure to step up protections against robocalls).  The third is to sign up for a third-party 
robocall blocker. This software blocks most robocalls to your mobile phone: some blockers can cover 
your home phone too.   A few respected services are Nomorobo, You Mail, Truecaller and Robokiller.   

 How To Start Get on the Do No Call Registry by phoning 888-382-1222 from the number you wish to 
protect (or sign up at donotcall.gov). For third-party services, go to their websites, review the choices 
and follow the sign-up instructions.  

3. Password Manager cost Free to $120.00 a year. I’ve probably exceeded 50 active passwords, what 
with all the retailers, services and social media accounts I use.  Yet each of my passwords is different.  
Keeping tract is easy if you use a password manager-software that creates unique, complex passwords 
for you, then stores them in a highly secure vault.  Now you just need to remember one robust 
password to access all the rest.  Plus, these services provide fraud alerts, secure auto-fill functions and 
more.   

How to start Popular passwords include Dash-lane, LastPass and 1 Password.   Typically  you pay only 
if want a more advanced service that covers several devices. You’ll sign up online or via an app; be 
ready to enter all your accounts.  

4. Bank/Credit Alerts Cost Free.  Many banks offer the service of emailing, texting or calling whenever 
your debit or credit card has been used, even if its ‘s for legitimate charges.  The goal: You know 
immediately if someone who shouldn’t be tapping your account is doing so.  You can set up the alerts 
for any amount.  For credit cards I rarely use I’ve set alerts to zero: that way I’m notified about any 
activity.  I put a higher dollar amount on my high use accounts, so I don’t get bombarded.    

How To Start: Simply go to your bank’s website or visit a branch office to get set up.   

Above article is based on information posted by Doug Shadel of AARP. 

 

 

 

 

 

 

 

 
  
The ACP is funded in part by the PA Department of Community and Economic Development. Material 
support is provided by the Beaver County Board of Commissioners. 

 

ACP is a member of the Beaver County Chamber of Commerce. 
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Beaver Valley Sheet Metal 
Heating-Air Conditioning

Water Heaters 
1215 Pennsylvania Avenue 

Monaca, PA 15061 

724-775-7300 
www.beavervalleysheetmetal.com 

wKeeping you warm -keeping you cool" 

since1955 
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! technicians, respiratory therapists : 
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1 $erviae and products In your own 1 

: home. Call us today at l 
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www.brobecksystems.com 
Residential & Commercial Security 
"Securing the Tri-State Area Since 

1965." 

PA HIC # 29466 
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www.di.style 
724.622.4934 
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designs by 

Kathleen Kirby 
Decorator/Owner 

BeclTk 6IJN"Blle #)a)rsa/es 
1128 Penn$ylvania Avenue 

Monaca, PA 15061 

724-774-3200 

www.electrlc:garagedoorsales.com 

Electric garage door openers 

Residential & Commercial parts 

& Service 

PA042047 

Lucci Kitchen & Bath Center, Inc. 

3589 Brodhead Road 

Monaca, PA 15061 

724-774-6692 or visit us at 

www.luccikitchens.com 
A tradition cf quaiity and service for over 65 years 

hll!i made Lucci' s a foreruMer In kitchens and 
bathrooms 

In the Beaver County. PAOAGH1Cl4192 



Our Business Sponsors (Continued) 

Homer Nine am! Sons, Inc 

415 Mulberry St., Beaver, PA 15009 

724-774-4405 

homer9@homer9.com 

Established in 1943 

furnaces, air conditioners, heat pumps, 

water heaters, boilers, humidifiers, etc. 

Steidl t3 Steinberg,., 

· 707 Grant Stre(:t, St.i.ite 2$30. Gt1lfT1Jwer 
Pittr3burgh. Peuu~yl;~~:mia. tfi,'!19 
f«412-39t-8000 I': 412-391-0221 

Huntinb'ton Bank Bldg .. Suit<> 303 
650Corporation St .. ·a~aver. PA 1500!:1 
p, l-800-:160-9392 

E: Ua1nbi~st:cidl ~swit1bcrg.corn 

Housing Authority Of Beaver County 

300 State Street, Beaver, PA 15009 

724-775-1220 or 

www.beavercountyhous:ng.org 
Carl Dechellis, Executive Director 

Affordable housing opportunities for income 

eligible families & seniors. Contact us for inlor

mation about the Home Improvement Program 

& Weatherizatioro Assistance. t: 
EQUAL HOUSING OP?ORTUNITY KACB 

Wagner·s Home RemodeHng, Inc 
828 Third Avenue, New Brighton, 

PA 15066 724-847-1433 or 
www.wagnershomecenter.com 

Family owned and operated, we pride ourselves an 
our quality products and services, offering tree in

home estimates and profeSSional installation by Wag-
ner's highly trained tedmio'ans. And .~Jf Wagners 

Home Center technicians are employees, which mean 
that we use no sub-contractors! PA11419 
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Snow Response Specialists 

& Associates, Inc. - srsainc.com 
2559 Darlington Road 

Beaver~Falls,PA 15010 

724-847-2027 

Commercial Snow Plowing 

& Parking Lot Maintenana 

3578 BRODHEAD ROAD 

MONACA, PA 15061 
' • PHONE: 724-775-5611 
r ' 
• RESIDENTIAL COMMERCIAL INDUSTRIAL ' 
r r 

FREE ESTIMATES/ CONSULTATIONS 

sker!ec_contracting@yahoo.com 

PA 6338 
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1iavel 3'unction 
I TRAVEL AGENCY 

A'ice Steel, cTc, Mee 
I 

192 OHIO RIVER BL'vfD. OFFICE: 800-366-5715 
AMBRIDGE, PA 150q3 OFFICE: 724·266-5715 
www.traveljunctioninc.cqm FAX: 724-266-6035 

E-rnaii: 1rav~l@traveljunctioninc,com 
I 
I 
I 
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Santi Han Law Firm, PC 
Bmkruptcy, Ta Ii Acal !If'* L9 

Edgardo D. Santilla~"' E.muiN 
.._n11iil1cii.com 

775 Forrth Stree.t 
SetMtr, PA tl1009 

Acllttit'hlid it PA, NO, T..., 
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	To report this scam, go to ftc.gov/complaint. But if you already gave one of these callers your ssn number and  you're worried about identity theft, visit IdentityTheft.gov/ssa. And if you get one of these calls, remember:

