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PAPER OR ELECTRONIC BILLING AND STATEMENTS

Do paper bills and financial statements have advantages over electronic delivery? Consumer Ac-
tion, a consumer advocate organization based in San Francisco, did a recent wide ranging survey of
consumer preferences.

According to this study, “consumers overwhelmingly prefer to receive bills and statements on pa-
per.” Of the 2,607 person response, between 45%-74% respondents preferred paper over electronic
bills for insurance, utilities, medical, property taxes, internet services, mortgages, credit cards and
motor vehicle renewals.

Banks, utility companies and financial institutions, in an effort to reduce mailing and manpower ex-
penses, pressure customers to select electronic billing. There is also a potential threat by financial
institutions and utilities to charge for paper bills. The Pennsylvania Utilities Commission (PUC)
prohibits utility and telecom companies from charging for a paper bill.

Although electronic statements save trees and keep your desk and home uncluttered, paperless bill-
ing 1s not for everyone. About one-third of U.S. Households don't have high speed internet or
broadband at home. Using library or public computers for financial affairs presents security risks.
Smart phones cannot properly display full statement details

Those who favor paper documents argue that they help paying bills on time, provide records for fil-
ing income tax and furnish proof when they dispute billing errors. They also avoid the need to cre-
ate and remember ID's and passwords or the possibility of losing incoming bills among multiple
Emails. Despite wanting hard financial copies, “55.5% of respondents pay their bills on line.”

One researcher suggested that there is the possibility of paper and digital statements to work togeth-
er to benefit consumers. New technology could achieve a one page statement with an integrated
chip on the paper which could be scanned on Smart Phones to provide more details on line. This
could be the waive of the future.

Meanwhile consumers should remember that they have the right to demand paper billing and they
must give their consent to change to electronic billing and statements.

From: CONSUMER ACTION NEWS, Winter 2018-2019



FAKE MICROSOFT WARNING ALERTS

Recently in the midst of reading a host of incoming Emails on my laptop, a threatening message ap-
peared on my screen. Written in large colorful letters across a background with the authentic appear-
ance of a Microsoft logo.

The message proclaimed “your computer is locked; you have 3 viruses.” “If you close this page your
computer access will be disabled. You will lose face book access, Email access, log ins and photos
stored will be lost.” A woman's voice loudly made the same statements coming through my computer
speakers. Call a given telephone number and “we will walk you through the process to unlock your
computer.”

I attempted to X out the message but nothing enabled me to leave that screen since the computer was
frozen. I finally resorted to holding my finer on the off button and the computer did turn off.

I realized that this was a scam coming from a fake technical center which was attempting to get me to
pay for bogus services. In due time after my computer returned to active status, I placed the phone
number in my browser to learn more of this Microsoft tech support scam. One consumer called the
given number and was asked to pay $200.00 for services to unlock his computer.

A week later they again locked my computer. Upon further investigation I learned that Microsoft
NEVER INCLUDES A PHONE NUMBER IN ANY WARNING MESSAGE.

The following information about Microsoft scams was found:

1. Microsoft does not send unsolicited Emails or make unsolicited phone calls offering to provide
technical support to fix your computer.

2. Any communication with Microsoft has to be initiated by you.

3. If notification appears with a phone number, do not call. Genuine Microsoft warning notices never
include phone numbers.

4. Download software only from official Microsoft partner websites or from the Microsoft store.
DON'T DOWNLOAD SOFTWARE FROM THIRD PARTY SITES.

Report tech support scams to Microsoft at www.microsoft.com/reportascam

These threatening messages often originate from overseas.
Sidney Elkin


http://www.microsoft.com/reportascam

Robocalls calls have become epidemic. Nearly 48 billion of them — 146 for every person in America — were placed natior
wide in 2018, up 57 percent from 2017, according to tracking by You Mail, which provides call-blocking and call-
management services. The company estimates that 40 percent of automated calls are fraudulent.

Illegal robocalls include telemarketing spam (automated sales calls from companies you haven’t authorized to contact you)
and attempts at outright theft. Prerecorded messages dangle goodies like all-expenses-paid travel or demand payment for
nonexistent debts to get you to send money or give up sensitive personal data.

Scammers often use caller ID spoofing to mask their true location, making it appear that they’re calling from a legitimate oz
local number to raise the odds that you’ll pick up. If you do, the robotic voice on the other end might claim to represent a
utility, name-brand company or government agency (Social Security and the Internal Revenue Service are popular poses). I
might offer you a free cruise, cheap health insurance or a low-interest loan. It might tell you to press a particular key to lear:
more, or to get off a call list.

Whatever the message, don’t engage. Doing so can lead you to a real live scammer, who’ll pressure you to make a purchase
or pump you for personal information, like a credit card or Social Security number. Even just pressing a key or answering a
question alerts scammers that they’ve hit on a “live” number, and they’ll call it again and again.It’s important to note that
many robo calls are legal. The Federal Communications Commission (FCC) allows them for some informational or noncomn
mercial purposes, such as polling, political campaigning and outreach by nonprofit groups (including AARP). Your dentist’
office can robo call you with an appointment reminder, or an airline with news about a flight change.

But illegal robocalls make up a fast-growing share of phone traffic, making it all the more important to bt
on guard for automated scams

WARNING SIGNS

You receive an automated sales call from a company you have not given consent to contact you.

A prerecorded message tells you to press “1” or some other key to be taken off a call list.
e The message offers you goods or services for free or at a suspiciously deep discount.
The message says you owe back taxes or unpaid bills and face legal or financial consequences if you don’t pay immediately

Do hang up on illegal robocalls

Do put your phone number on the Federal Trade Commission’s National Do Not Call Registry. It won’t stop fraudulent call
but it will make them easier to spot because most legitimate telemarketers won’t call you if you’re on the registry.

Do consider using a call-blocking app or device to screen your calls and weed out spam and scams (see More Resources be-
low). You can also ask your phone service provider if it offers any such tools.

Do review a company’s privacy policies before you give it permission to call you. You might be authorizing them to share
your contact information Don’t answer calls from unknown numbers. The FCC recommends letting them go to voicemail.

Don’t press any keys or say anything in response to a prerecorded message. This lets scammers know yours is a working
number and will lead to more spam calls.

Don’t follow instructions to “speak to a live operator.” This will likely transfer you to a call center for an aggressive sales
pitch or a phishing expedition.

Don’t judge a call by caller ID alone. Scammers mask their location by tricking your phone into displaying a legitimate gov
ernment or corporate number, or one similar to your own (a practice called “neighbor spoofing”). with others.


https://www.aarp.org/money/scams-fraud/info-2019/utility.html
https://www.aarp.org/money/scams-fraud/info-2019/social-security.html
https://www.aarp.org/money/scams-fraud/info-2019/irs-impostor.html
https://www.aarp.org/money/scams-fraud/info-2019/cruise.html
https://www.aarp.org/money/scams-fraud/info-2019/health-insurance.html
https://www.aarp.org/money/scams-fraud/info-2018/scammer-calls-increasing.html
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SOCIAL SECURITY CALLING

In the digital age, frauds and scams are an unfortunate part of doing business online. During the holiday season,
Social Security has traditionally seen a spike in phishing scams, and we want to protect you as best we can.

We urge you to always be cautious and to avoid providing sensitive information such as your Social Security Num-
ber (SSN) or bank account information to unknown individuals over the phone or internet. If you receive a call and
aren’t expecting one you must be extra careful. You can always get the caller’s information, hang up, and — if you
do need more clarification — contact the official phone number of the business or agency that the caller claims to
represent. Never reveal personal data to a stranger who called you.

Please take note; there’s a scam going around right now. You might receive a call from someone claiming to be
from Social Security or another agency. Calls can even display the 1-800-772-1213, Social Security’s national cus-
tomer number, as the incoming number on your caller ID. In some cases, the caller states that Social Security does
not have all of your personal information, such as your Social Security number (SSN), on file. Other callers claim
Social Security needs additional information so the agency can increase your benefit payment, or that Social Secu-
rity will terminate your benefits if they do not confirm your information. This appears to be a widespread issue,
as reports have come from people across the country. These calls are not from Social Security.

Callers sometimes state that your Social Security number is at risk of being deactivated or deleted. The caller then
asks you to provide a phone number to resolve the issue. People should be aware of the scheme’s details may
vary , however, you should avoid engaging with the caller or calling the number provided, as the caller might
attempt to acquire personal information.

Social Security employees occasionally contact people by telephone for customer-service purposes. In only a few
special situations, such as when you have business pending with us, a Social Security employee may request the
person confirm personal information over the phone.

.Social Security employees will never threaten you or promise a Social Security benefit approval or increase in ex-
change for information. In those cases, the call is fraudulent, and you should just hang up. If you receive these calls,
please report the information to the Office of the Inspector General at 1-800-269-0271 or online.

ALLIANCE FOR CONSUMER

" 469 Constitution Blvd
We are on the web! New Brighton, PA 15066
Phone: 555-555-5555 Www.acp-heaver.org Business Tagline or Motto

Fax: 555-555-5555
E-mail: someone@example.com


https://www.aarp.org/money/scams-fraud/info-2019/utility.html
https://www.aarp.org/money/scams-fraud/info-2019/social-security.html
https://www.aarp.org/money/scams-fraud/info-2019/irs-impostor.html
https://www.aarp.org/money/scams-fraud/info-2019/cruise.html
https://www.aarp.org/money/scams-fraud/info-2019/health-insurance.html
https://www.aarp.org/money/scams-fraud/info-2018/scammer-calls-increasing.html
https://oig.ssa.gov/report
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Beaver Valley Sheet Metal ; George M Brobeck Co., Inc
Heating—Air Conditioning— % 3417 Brodhead Road
Water Heaters Aliquippa PA .15001
1215 Pennsylvania Avenue Phone: 724-775-8872

Monaca, PA 15061
724-775-7300
www.beavervalleysheetmetal.com
“Keeping you warm - keeping you cool"
since 1956

< www.brobecksystems.com
Residential & Commercial Security
“Securing the Tri-State Area Since
1965.”
PA HIC # 29466
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1 The Concordia Visiting Nurses ! |Conrose Maintenance and Repair,LLC Flectric €arage Door Sales
: team includes nurses, medical . .
| social workers, physical, speech, 1 303 Grove Street, New Brighton, PA 15066 e el
1and occupational therapists, IV, Phone: 724 843-3546, Cell: 724 816-0976 Monaca, PA 15061
 and wound care nursing, home 1 : iy
! health aides, medical equipment ' www.conrose-repair-lic.com PA004463 724-774-3200
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| technicians, respiratory th_e!'aplsts 1 Our business is dedicated to providing residences www.electricgaragedoorsales.com
'. and more. All of these individu- : and businesses with professional repair and general "

als work hard to provide the best . : i ; Electric garage door openers
; . d dp ts construction of the highest quality at truly competi-
1 service and products in your own ! ; ; ;
: home. Call u‘; today at y : tive prices. Grounds maintenance and repair, car- Residential & Cor':‘merc'a‘ parts
11.866.869.8669 or visit online at 1 pentry, electrical, plumbing, ramps, decks, installa- & Service
: www.concordiavn.org to see how : tion, grab bars, toilets, tubs, etc. light construction PA042047
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| John W, Nelson, CLu, CF - l Lucci Kitchen & Bath Center, Inc.
Bresicient 3589 Brodhead Road
i E ] Monaca, PA 15061
Greater Allegheny Financial Group, LLC 724-774-6692 or visit us at

Sure 2U

www.luccikitchens.com

I S elare A tradition of quality and service for over 65 years
ohn relsor@s,
has made Lucci’s a forerunner in kitchens and

: secum/z»: bathrooms

Afifiated with ine Securan Finanual Netwark in the Beaver County. PAOAGH1C14192
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Our Business Members—Continued

Homer Nine and Sons, Inc
415 Mulberry St., Beaver, PA 15009
724-774-4405
homer9@homer9.com
Established in 1943
furnaces, air conditioners, heat pumps,
water heaters, boilers, humidifiers, etc.
PA5633

Housing Authority Of Beaver County
300 State Street, Beaver, PA 15009
724-775-1220 or
www.beavercountyhousing.org

Carl DeChellis, Executive Director
Affordable housing opportunities for income
eligible families & seniors. Contact us for infor-
mation about the Home Improvement Program

& Weatherization Assistance. ¥
EQUAL HOUSING OPPORTUNITY  HACB

e e N Tl Ol ol sl Nl I Nl el et O Ol P s

JORDAN HOME IMPROVEMENTS
2100 Sheffield Road
Aliquippa, PA 15001

PA007719

724-375-1149 or 800-822-3559

Repair and installation of roofs, siding,
windows, soffit and fascia, gutters and
downspouts

Wagner’s Home Remodeling, Inc
828 Third Avenue, New Brighton,
PA 15066 724-847-1433 or
www.wagnershomecenter.com
Family owned and operated, we pride ourselves on
our quality products and services, offering free in-
home estimates and professional installation by Wag-
ner’s highly trained technicians. And all Wagner’s
Home Center technicians are employees, which mean
that we use no sub-contractors! PA11419

NOLL

. FUNERAL
HOME

INC.

More Service Than You Expect

Mark E. Noll
Cramer

www.nollfuneral com

333 Third Street © 600 Beaver Avenue

Beaver, PA 15009 Midland, PA 15059

728 5171 {724 643.1630

Snow Response Specialists
& Associates, Inc. - srsainc.com
2559 Darlington Road
Beaver Falls,PA 15010
724-847-2027

Commercial Snow Plowing
& Parking Lot Maintenance
{

Travel Junction

TRAVEL AGENCY

Alice Steel, cTc, mcc

192 OHIO RIVER BLVD.
AMBRIDGE, PA 15003
www.traveljunctioninc.com

E-mail: travel@traveljunctioninc.com

OFFICE: 800-366-5715
OFFICE: 724-266-5715
FAX: 724-266-6035

SKERLEC CONTRACTING INC.
3578 BRODHEAD ROAD
MONACA, PA 15061
PHONE: 724-775-5611
RESIDENTIAL COMMERCIAL INDUSTRIAL
FREE ESTIMATES/ CONSULTATIONS
skerlec_contracting@yahoo.com
PA 6338

Santillén Law Firm, PC

Bankruptcy, Tox & Real Estate Law

Edgardo D. Santillén, Esquire

ed@santillanlaw.com

775 Fourth Street

724.770.1040 Beaver, PA 15009

412.774.2266 fax

Admitted in PA and N.D.Texas




www.di.style
724.622.4934
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Lauren M. Lamb 707 Grant Street, Suite 2830, Gulf Tower
Attorney at Law Pittsburgh, Pennsylvania 15219
P:412-391-8000 F:412-391-0221
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Huntington Bank Bldg., Suite 303
650 Corporation St., Beaver, PA 15009 ¢ o irhy
Wt Kathleen Kirby

: Decorator/Owner
E:llamb@steidl-steinberg.com
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Alliance for
Consumer Protection

Individual $10 Annual donation B Conty, BA

A¢

Benefits of Membership

Business $50 Annual donation

« Receive quarterly newsletter with informative articles to educate and

alert consumers of scams.

« Advertisements for companies that are respected members of ACP.

Thank you for supporting our efforts to assist consumers with complaint
resolution/mediation and credit counseling/budgeting FREE OF CHARGE.
Your membership and

donations are greatly appreciated.

Business $50 Individual  $10
Name:
Address:
i RO th:v 724.770.2078
o =—Z; = = ‘www.acp-beaver.org
Phone: { ) 469 Constitution Blvd, Ste 3
Email: New Brighton, PA 15066
Phone 724-770-2078
Fax 724-770-2079
| would like to receive my Newsletters via USPS Mail or Email Email Info@acp-beaver.org

Please mail to:  Alliance for Consumer Protection, 469 Constitution Blvd., Suite 3 www.acp-beaver.org
New Brighton, PA 15066






